OueHouYHble maTepuanbl npu hopMmupoBaHUM paboymx nporpamm
aucumnnuH (moaynemn)

HanpaBneHue noaroToBku / cneunanbHOCTb: NHdpopmaumoHHas 6e30nacHOCTb aBTOMAaTU3NPOBAHHbIX
Mpodwunb / cneunanusaumna:  cneuvanusaums N 9 "BesonacHoCTb aBTOMATU3NPOBAHHbBIX CUCTEM Ha

HMCU,M""MHa: MHCpOpMaU,VIOHHaFI ©esonacHocTb ABTOMATU3INPOBAHHbIX TPAHCMNOPTHbLIX CUCTEM

PopmMupyemMbie KOMNETEeHLUN: OlK-9.1.
Ol1K-9.3.

1. OnucaHue nokasarenewn, KputepueB n LWWKan oueHnBaHuA KOMNeTeHLUN.

Mokasatenu u Kputepumn oueHnBaHunA KoMneTeHunmn

Ob6bekT YpPOBHM CHOPMUPOBAHHOCTN KOMNETEHLMIA KpuTtepuii oueHnBaHns
OLLEHKM pe3ynbTaTtoB 00y4YeHus
O6yuatowuincs Huskun ypoBeHb YpoBeHb pe3ynbTaTtoB 06yyYeHust
[MoporoBbin ypoBeHb He HWXe NoporoBoro

MoBbILWEHHBIN YPOBEHb
Bbicokuii ypoBeHb

LLIkanbl oueHMBaHUA KoOMNeTeHUMn npun cagadve saKk3amMeHa 1M 3a4eTa C OLIEHKOM

LocTurHyTbin XapakTepucTtumka ypoBHsi ChOpMMPOBAHHOCTH LLikana oueHMBaHus
YPOBEHb KOMneTeHumnn OK3ameH 1 3ayet ¢
pesynbTarta OLLEHKOM
obyueHusa
Huakuin Ob6yuvatowuncs: HeynoBneTBoputensHo
YPOBEHb -00Hapyxwun npobenkl B 3HaHNAX OCHOBHOIO y4eBHO-MPOrpaMMHOro
matepuana;

-AONYCTUN NPUHLMNMANbHbIE OLMGKM B BbINONHEHWUW 3a4aHuiM,
NpeayCcMOTPEHHbIX NPOrpaMMoii;

-He MOXXET NPOACIKUTE OBYYeHMe UMK NPUCTYNUTB K
npodeccroHanbHol AeATeNIbHOCTM MO OKOHYaHUM nporpammbl  6e3
[AOMONHUTENbHBIX 3aHATUIA MO COOTBETCTBYIOLLEN ANCLUMNTIMHE.

[MoporoBbin Ob6yuvatowuncs: YooBneTBOPUTENBLHO
YPOBEHb -0OHapyXun 3HaHWe OCHOBHOTO y4ebHO-NPOrpaMMHOro maTtepuana B

06BbEMe, HeOOX0AMMOM ANs fanbHenwen y4ebHol 1 NnpeacTosLen

npodeccroHanbHoN AesTENBHOCTY;

-CrnpaBnsieTcs C BbIMNOMHEHWEM 3aaHui, NPegyCMOTPEHHbIX

nporpamMmmom;

-3HaKOM C OCHOBHOW nuTepaTypow, pEKOMEeHA0BaHHON paboyen

nNporpaMmon AUCLMNINHBI;

-0OMNYCTUIT HETOYHOCTM B OTBETE Ha BOMPOCHI U NPU BbINOMHEHUMN 3a4aHUN

no y4yebHO-NporpaMmHOMY Matepuany, Ho obnagaeTt HeobxoaMMbIMU

3HaAHUAMU OIS UX YCTpaHeHMs No4 PyKOBOACTBOM npenogasaTens.

[NoBbILLIEHHbIN Obyvatowuiics: XopoLuo
YpOBEHb - 0OHapyXwun NonHoe 3HaHue y4ebHO-NpPorpaMMHOro MaTepuana;

-yCMEeLIHO BbINOMHWI 3a4aHus, NpegycMOTPEHHbIE NPOrpamMMONn;

-yCBOMIT OCHOBHYIO NMTepaTypy, PEKOMEHA0BaHHY paboyen

NporpaMmown AUCLMMNINHBI;

-rokasan CMCTEMaTUYECKUA XapakTep 3HaHWI y4ebHO-NporpaMmmMHOro

matepuana;

-CNocoBeH K  CaMOCTOATENbHOMY MOMOMHEHWIO 3HAHWUI MO y4ebHOo-

nporpaMMHOMy Matepuany 1 o6HOBMNEHMIO B Xo4e AanbHenwwen y4ebHom

paboTbl 1 NpodeccnoHanbHOM AEeATENBHOCTH




peLlleHnsa nocTaBfieHHOM
3agaun no
cTaHgapTHomy obpasuy
NOBTOPHO.

NPUMEHEHUN HaBblKa Mo
3agaHuam,
peLleHne KOTopbIX BbIno
rnokasaHo
npenogasartenem

NPMMEHeHVe HaBblka
pelleHns 3ajaHnm,
aHanorn4yHbIX TEM,
KoTopble
npegcTaBnan
npenogasarerb,
W npu ero
KOHCYIbTaTUBHON
noaaepxke B 4actu
COBPEMEHHbIX
npobnem.

Bbicokuii Obyvatowuics: OTnu4Ho
YPOBEHb -oBHapyXun BCECTOPOHHUE, CUCTEMATUYECKNE 1 TNyDOKMEe 3HaHUS
y4yebHO-NporpamMmHoOro matepuana;
-ymeeT cBO6OAHO BbINOMHATL 3a4aHus, NpegyCMOTPEHHbIE NPOrpamMmmMon;
-O3HaKOMMIICS C AOMNOSNTHUTENbHOW NUTEpPaTypPOM;
-yCBOWIT B3aMMOCBSI3b OCHOBHbIX MOHATUI ANCLUUMITMH Y UX 3Ha4YeHne Ons
nprobpeTeHus npodeccuu;
-NpOsiIBUN TBOPYECKME CNIOCOBHOCTN B MOHUMAHUN y4eBHO- NPOrpamMMHOro
mMaTtepuana.
OnucaHve wWKan oueHNBaHNs
KomneTeHunn oby4atoLerocs oueHmBaeTcs crnegyrowmm o6pasom:
MnaHnpyembin CopaepkaHue LKanbl OLeHNBaHNSA
YPOBEHb OOCTUTHYTOrO YpOBHS pe3ynbTata obyyeHust
pesyrbTaros HeynoBneTBoputensHo | YOOBNETBOPUTENBHO Xopouo OTnnyHo
0CBOEHMs He 3auTeHo 3a4yteHo 3ayTeHo 3ayTeHo
3HaTb HecnocobHocTb OOGyuvatowniics Ob6yuvatowniics Ob6yuvatowniics
oby4atoLlerocs cnocobeH OeMoHCTpupyeT OEeMOHCTpupyeT
CaMOCTOSITENbHO CaMOCTOSITENbHO CMOCOBHOCTL K CMocoBHOCTL K
NPOAEMOHCTPUPOBATL | MPOAEMOHCTPMPOBATE | CaMOCTOSATENbHOMY CaMOCTOSTENbHOMY
HanuMumne 3HaHUM Npu Hanuune 3HaHWM Npu NPUMEHEHUI0 NPUMEHEHMIO 3HaHW B
peLleHnn 3agaHuin, peLleHnmn 3agaHuin, 3HaHMIN NpK Bblibope cnocoba
KoTopble 6binu KoTopble 6binn peLlueHun 3agaHnin, | pelueHns HeU3BECTHbIX
npeacTaBneHbl npeacTaBreHbl aHarorm4YHbIX TEM, W1 HecTaHOapPTHbIX
npenogaBaTenem npenogasaTenem KoTOpble 3agaHun u npu
BMecTe ¢ 0b6pasLom BMECTE C npeacTaBnan KOHCYNbTaTMBHON
UX peLleHust. 0o6pasLoM 1x peLueHus. npenoaasarerb, NoAAEpXKKe B YacTu
1 npu ero MEeXONCUMMITMHAPHbIX
KOHCYIbTaTUBHON CBSA3eN.
NOAAEPXKKE B YacTu
COBPEMEHHbIX
npobnem.
YMeTb OrtcyTctBHE Y Obyuvatowwniics Ob6yuvatowniics Obyuvatowmiics
oby4atoLlerocs OeMoHCTpupyeT NpPoOEeMOHCTpUpyeT OEeMOHCTpupyeT
CaMOCTOSATENBHOCTU B | CaMOCTOSATENLHOCTb B | CaMOCTOSATENbHOE CaMOCTOSITENbHOE
NPYMEHEHWUM YMEHWUW MO | NPUMEHEHUMN YMEHUIN | MPUMEHEHME YMEHWUIA| MNPUMEHEHWUE YMEHUW
NCMNOnb30BaHUI0 peLleHns y4ebHbIX peLleHns 3adaHuii, | peLleHust HEM3BECTHbIX
METOZ0B OCBOEHNS 3aJaHui B NOJSIHOM aHarnorn4YHbIX TEM, W HECTaHOAPTHbIX
y4ebHOM OMCUMMANHBI. COOTBETCTBUM C KoTOpble 3afaHun u npm
obpasLom, npeacTaBnsn KOHCYNbTaTMBHOM
OaHHbIM npenogasarernb, noanepxke
npenogasaTenem. n nNpu ero npenogaBaTens B 4acTu
KOHCYNbTaTMBHOMN MeXANCUMUMIMHAPHbIX
NOLAEPKKE B YacTu CBSA3EN.
COBPEMEHHbIX
npobnem.
Brnagetb HecnocobHocTb Obyuvatowmica Ob6yuvatowwuics Ob6yuvatowuics
CaMOCTOATENBHO OEeMOHCTpupyeT OEeMOHCTpupyeT OEeMOHCTpUupyeT
NposIBUTb HaBbIK CaMOCTOATENBHOCTb B | CaMOCTOATENbHOE CaMOCTOSITENbHOE

NpYMeHeHNe HaBblka
peLleHNsa HEN3BECTHbIX
W HeCTaHO4aPTHbIX
3agaHnn n npu
KOHCYIbTaTUBHON
noaaepxke
npenogaBaTensi B 4actu
MEXANCUUMIMHAPHBIX
CBSA3en

2. MepeyeHb BOMPOCOB M 3aa4 K 3K3aMeHaM, 3a4eTaM, KYpCOBOMY NPOEeKTMPOBaHMIO, NabopaTopHbIM




3a

HATUAM. O6pa3eL 3K3aMeHaLMOHHOro buneTa.

MpyMepHbI NepeyeHb BOMPOCOB K 9K3aMeHY.

KomneteHuus OIMK-9.1:

OCOoONOOOTRhWN -

. 3awwmTa nHpopmauun. OCHOBHbIE MOHATUS. YTpO3bl U MEPbI 3aLUUThI.

. Bugpbl atak. CeTeBble ataku.

. Bugbl nonuTtuk nHcgopmavmoHHon 6e3onacHoOCTH

. Matematunyeckne mogenu nHgopmaumoHHon 6esonacHoctn. Mogene bena-flanagyna

. MaTtematunyeckme mogenn nHgpopmaumoHHom 6esonacHoctn. Mogens bnba

. Matematunyeckne mogenu nHgpopmaumoHHon 6esonacHocTn. MaHgaTHasa mogens 3awmTel oT yrpo3 OBO
. Matematunyeckne mogenu nHgopmaumoHHon 6esonacHocTn. Mogenb XappucoHa-Py33o-YnbmaHa

. CtaHgapTbl MHpopMaunoHHon 6esonacHocTn. MaTtepuanel Foctexkommnccnn Poccun

. Knaccudmkaums koMnbloTepHbIX NpecTynieHnin no kogudukatopy NHTepnona.

. Kpuntorpadus. OcHOBHble TepMUHBI U onpegenexns. 3agayun kpuntorpadun.

. OTanbl pa3BuTUS KpunTorpadum

. CteraHorpadwus

. lndppoBaHue gaHHbix. OCHOBHbIE TEPMUHBI U onpeaeneHus. Knaccudukaums anroputMoB LWMGPOBaHMS.
. PoTOpHblEe MaLLWHbI.

15. AMepukaHckun ctaHaapT wudposaHmsa DES.

. Pexxumbl paboTtel anroputma DES
. Poccwuiickun ctangapt wndposanHuns FTOCT 28147-89.
. CummeTpunyHas kpuntocmuctema AES

KomneTteHuusa OlMK-9.3:

1.

ACMMMETPUYHbIE cuCTEeMbI WindpoBaHusi. OCHOBHO NpuHUMN paboTbl. OgHOHaNpaBneHHbIe

dyHKLMN

. Cuctema wundgpposaHua RSA.

. Xaw-pyHkumn. OcHoBHble TpeboBaHWsA 1 NPMMEPbI MOCTPOEHMS.

. Anroputm xawmnpoBaHns SHA

. QneKTpoHHas umdposas nognmcb RSA.

. FeHepauus knoven

. XpaHeHue Knoyen.

. Anroputm 6e3onacHoro pacnpegenenus knoden dudpdu-Xannmana
. CepTudmkaTbl OTKPLITbIX KITHOYEN

. MpoTtokon Kerberos

. TexHonoruu ayteHTurkauum B aBToMaTU3NPOBaHHbIX CUCTEMax

. 3awwmTta nHpopmauum B cetn. CemmyposHeBas mogenb OSI. Ctek TCP/IP

. MpoTokon IPSec. Pexumbl paboThl

. MpoTokon IPSec. Ctpaterns 6e3onacHocTn

. 3awmTa nHcopmaumm B cetu. lNpotokon SSL/ITLS

. 3awmTa nHdopmauumn Ha npuknagHom ypoeHe. lNpoTtokon PGP

. 3awmTa nHdopmauun Ha npuknagHom ypoeHe. lNpotokon S/IMIME

. Cnctema oTcnexunBaHus BTOPXKEHUN B aBTOMATU3NPOBAHHbLIX TPAHCMOPTHbBIX CUCTEMAaX



O6pasel, sk3aMeHaLMOoHHOro buneTta

[anbHEBOCTOYHbIN rOCY4apCTBEHHbIA YHUBEPCUTET MyTEn COO0LLEHUS

Kadenpa
(k202) NHdopMaumnoHHbIe
TEXHOMNOrMN N CUCTEMBI
9
ceMecTp, y4ebHbIn roa

Ok3ameHaunoHHbIN Gunet Ne
no gMcuunnmHe
UHdopmaumoHHas 6esonacHoCTb
aBTOMAaTU3NPOBAHHbLIX TPAHCMOPTHLIX CUCTEM
Ons HanpaeneHust NOAroToBKM / cneunanbHOCTU
10.05.03 NHdopmaumoHHasa 6e30nacHOCTb
aBTOMaTU3NPOBAHHBLIX CUCTEM
npodwuns/cneymanuaauus
10.05.03 cneumnanusayma N 9 "be3onacHocTb
aBTOMAaTM3MpPOBAHHLIX CUCTEM Ha TpaHcnopTe" (no
BUAAM)

«YTBEPXKOAOY
3aB. kaceapon
Monos M.A., kaHA. TEXH. HayK,
OOUeHT
«__» 20 r

1. 3awmTta nigpopmarmun. OCHOBHbIE MOHATUSA. YTpo3bl U Mepbl 3awmTbl.(OMNK-9.1, Ol1K-9.3)

2. Anroputm 6e3onacHoro pacnpegenenus knoden Quddu-Xannmana (OlNK-9.1, OlK-9.3)

MpumeyaHue. B kaxxgom ak3ameHaunMoHHOM BuneTte AoMmkHbI NPUCYTCTBOBATL BOMPOCKI, CMOCOBCTBYOLLMX
dopMMpoBaHMIO y 0By4aloLLerocsl BCex KOMMNEeTEHLMIA NO AaHHOW ANCUUNINHE.

3. TecTtoBble 3agaHus. OueHkKa no pe3ynbTaTtaM TECTUPOBaHUA.

MpumepHble 3agaHns  TecTa
lMpumepHble 3agaHns  TecTa

3apanwue 1 (OlNK-9.1)

BbiGepuTe NpaBumnbHbIN BapuaHT oTBeTa.

KTo saBnsieTcs OCHOBHbIM OTBETCTBEHHbLIM 3a onpeneneHmne ypoBH4A KﬂaCCMd)VIKaU,VII/I I/IHCbOpMaLI,VII/I?

a) pykoBOAUTENb CPedHero 3BeHa;

©0) BbiCLLEE PYKOBOACTBO;
B) Bnagened;

r) nonb3oBaTerb.

3apanue 2 (OlK-9.3)
MpuBeguTe cooTBETCTBUNE

1) MHdopmaumoHHasa 6e3onacHOCTb

2) TyHHenupoBaHue
3) OkHO onacHocTU

4) KoHdugeHumansHOCTb

A) npouecc, B Xoge KOTOPOro CO3[daeTcsl 3alUMLLEHHC

lorm4eckoe coeanHeHune
TO4YKamMun nocpeacTtsom
NpOTOKOJ10B

B) 3awuTta OT HaHeceHus

mMexay AOByMms
WHKancynsumm

KOHEYHbIN
pa3finyHb

Henpuemnemoro  yuiept

cyOobekTaM MHPOPMAaLIMOHHbLIX OTHOLLEHWUIA

B) npomexyTok BpemeHu

) 3awuTa OT HECAHKLIMOHNPOBAHHOIO O3HAKOMITEHNS




MonHbIN KOMMMEKT TECTOBbLIX 3aaHUN B KOpnopaTuBHOW TecToBon obonoyvke ACT pasmelleH Ha cepepe YUT OBIYTIC,
a Takke Ha canTe YHuBepcuteTa B pasgene CLO OABIYTC (o6pasoBaTtenbHasi cpega B IMYHOM KabnHeTe

npenogaearens).

CooTBeTcTBME MEXOY BanbHON CUCTEMOM U CUCTEMOW OLeHMBaHUSA NO pe3ynbTataM TeCTUPOBaHMSA yCTaHaBNMBaETCS
nocpeacTsoM cnegyowen Tabnuubi:

BEHb
Ob6bekT [NokasaTenu oueHmMBaHUsA OueHka eipj(')lb'le'aTOB
OLIEHKM pe3ynbTaTtoB 0by4yeHus pesy
obyyeHus
60 6annoB n meHee «HeygooBneTBopuTEnbHO» Hu3knih ypoBeHb
. 74 — 61 6annos «YO0BNeTBOPUTENBHO» MoporoBbi ypoBEHD
O6yuatowuincs =
84 — 75 6annos «XopoLLo» [MOBbILLIEHHBIV YPOBEHb
100 — 85 6annos «OTnnyHO» Bbicokunii ypoBeHb

4. OueHKa oTBeTa oby4arowerocs Ha Bonpochkl, 3agavy (3agaHue) ak3aMmeHaLMOHHOro bunera, 3a4eTa,
KYPCOBOIo NPOeKTUPOBaHUSA.

OueHka oTBeTa 06yqa}ou.|,eroc;| Ha BOMNpOChbIl, 3agavy (3ap,aHme) 3K3aMeHauMOoHHoro bunera, 3ayeTta

CopepxaHue LWkarnbl oLueHnBaHuA

BneMeHTbl OLleHNBaHUS HeypnoBneTtBopuTensHo | YA0BNeTBOPUTENBHO Xopouuo OTnunyHo
He 3a4yteHo 3a4yTeHo 3a4yTeHo 3a4yTteHo
COOTBETCTBME OTBETOB NonHoe HecooTBeTCTBME [3HAYNTENbHbIE HesHauuTtenbHble |[MonHoe
hopMyNMpoBKam no BCeM Bonpocam NMOrpeLlHOCTH MOrpeLlHoOCTH COOTBETCTBUE
BOMNPOCOB (3agaHni)
CTOVKTYDE NonHoe HecooTBeTCTBME |3HAYUTENBHOE HesHauutensHoe |[CooTBeTcTBUE
nogj}lle }é)FI)Ba,TeﬂbHOCTb " KpUTEpPUIO. HECOOTBETCTBUE HEeCcooTBeTCTBUE KpUTEPUIO Npun
A KpUTEPUIO KpuUTEPUIO OTBETE Ha Bce

noruka oteBeta. YMeHue

BOMpPOCHI.
YeTKO, NOHATHO, FPaMOTHO
1 cBO6OOHO M3naraTtb
CBOW MbICIN
MonHoe He3HaHne MmetoT mecTo NwmetoT mecTo MonHoe
HOPMaTUBHOMN U CYLLIECTBEHHbIE HEeCyLLeCTBEHHbIE [COOTBETCTBUE
npaeoBow 6asbl ynyuieHms (He3HaHne |ynywieHms 1 OaHHOMY KpUTEpPUIO
3HaHME HOPMATUBHBIX, cneuuanbHon OonbluUen YyacTn 3 He3HaHune OTBETOB Ha BCe
MpPaBOBbIX 4OKyMEHTOB 1 |TMTepaTypbl LOKYMEHTOB M OoTAerNbHbIX BOMpPOCHI.
creumanbHoi NUTepaTypbi crneumarnbHom (eonHWMYHBIX) paboT
nutepatypsbl no u3 umucna
Ha3BaHuio, obsizaTensHom
cogepXaHuio U T.4.).  |nuTepaTypbl.
YMeHue cBaszaTb Teopuio|YMeHne cBasaThb YMeHue cBasaTb MonHoe
C npakTukon paboTbl HE [BONPOCHI TEOPUM U BOMPOCHLI TEOPUN U [COOTBETCTBUE
nposiBNseTcs. NPaKTUKN NPOSIBNAETCA |NPaKTUKN B OaHHOMY KpUTEPUIO.
YMeHue yBA3bIBaTh penko OCHOBHOM CnocobHocTb
TEOpUIo C NPaKTUKOW, nposiBnsieTcs. WHTEerpupoBaTtb
B TOM 4uMcrne B obnactu 3HaHUA n
npodeccnoHanbLHON npuenekaTtb
paboThbl CBeAeHVs 13

Pa3nUYHbIX Hay4YHbIX
ccoep




KayecTBo OTBETOB Ha
AOonoJfiHNUTEeIbHbIE
BOMNpPOCHI

Ha Bce gononHuTenbHble
BOMPOCHI NpenogasaTtens
AaHbl HEBEPHbIE OTBETHI.

OTBeTbI Ha 6onbLUyIo
YacTb
AOMNOMHUTENBHbIX
BOMPOCOB
npenogasaTtens AaHbl
HeBepHO.

1. [laHbl HENONHbIE
OTBETHI Ha
OONOSHUTENbHbIE
BOMPOCHI
npenogasaTens.

2. laH ogvH
HEBEPHbI OTBET Ha
OONOSTHUTENbHbIE
BOMPOCHI
npenogasaTens.

[aHbl BepHbIe
OTBETHI Ha BCe
OOMOJSTHUTENbHbIE
BOMPOCH!
npenogasarens.

ﬂpmmeanme: ntoroeas oueHka cbopMMpyeTc;l KaK cpegHAA apVI(pMeTVI‘-IECKaFI pe3ynbTaTtoB 3JIEMEHTOB OLlEHBAHUA.




